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Abstract
The increasing digitization of academic environments has made campus networks 
essential for learning, research, and administration; however, these networks are 
highly vulnerable to evolving cyber threats. Among these threats, Distributed 
Denial of Service (DDoS) and Address Resolution Protocol (ARP) spoofing attacks 
pose significant risks to network availability, integrity, and confidentiality. Traditional 
rule-based and signature-based intrusion detection systems are limited by their 
static nature and poor adaptability to the dynamic traffic patterns typical of campus 
networks. This review systematically examines Machine Learning (ML) techniques for 
detecting and preventing DDoS and ARP attacks. Guided by the PRISMA framework, 
a total of 110 studies were selected from 206 peer-reviewed papers published from 
2020 to 2025. Supervised, unsupervised, and hybrid ML models utilizing algorithms 
such as Random Forests, Support Vector Machines, Convolutional Neural Networks, 
Long Short-Term Memory networks, and CNN-LSTM ensembles demonstrate high 
detection accuracy and robust anomaly modeling under real-time, resource-
constrained conditions. Integration with Software-Defined Networking (SDN), 
federated learning, and edge computing enhances scalability, privacy preservation, 
and low-latency mitigation. Despite these advances, challenges remain in dataset 
representativeness, model generalization, interpretability, computational overhead, 
and the development of unified frameworks capable of simultaneously mitigating 
volumetric DDoS, application-layer attacks, and Layer-2 ARP spoofing. Emerging 
approaches, such as reinforcement learning and explainable AI, offer promise for 
adaptive, zero-day, and adversarial threat mitigation. The review highlights the 
need for modular, context-aware, and scalable ML frameworks validated on real 
campus traffic to enable resilient and operationally feasible intrusion detection and 
prevention. These insights provide a foundation for designing secure, adaptive, and 
intelligent network defense strategies in modern campus environments.

Keywords  Machine Learning, DDoS, ARP Spoofing, Campus Network Security, IDPS, 
Deep Learning Models, IoT and SDN

http://crossmark.crossref.org/dialog/?doi=10.1007/s44354-026-00026-1&domain=pdf&date_stamp=2026-5-7
https://doi.org/10.1007/s44354-026-00026-1
http://orcid.org/0000-0002-6449-229X
http://orcid.org/0000-0001-7868-4076
http://orcid.org/0009-0007-9330-1978
mailto:kirungi@kiu.ac.ug
http://creativecommons.org/licenses/by/4.0/


Page 2 of 32Richard et al. Discover Networks            (2026) 2:11 

1  Introduction
The growth and integration of digital technologies and reliance on interconnected sys-
tems have made campus networks essential for academic, administrative, and research 
activities, supporting various users and devices in a high-traffic environment [1]. How-
ever, their complexity makes them vulnerable to cyberattacks, particularly in higher 
education institutions [2]. Among the most common threats are Distributed Denial of 
Service (DDoS) attacks and Address Resolution Protocol (ARP) spoofing attacks, which 
pose significant challenges to network availability, confidentiality, and integrity [3].

DDoS attacks overwhelm network resources by flooding them with illegitimate 
requests, resulting in service degradation or complete denial of service for legitimate 
users [4]. These attacks are effective because they use multiple compromised computer 
systems as sources of attack traffic [5]. ARP spoofing manipulates the ARP process by 
sending falsified messages, allowing attackers to intercept, alter, or disrupt communica-
tion between devices [6]. Both types of attacks undermine campus services and create 
entry points for advanced intrusions, such as data theft and unauthorized access. Tradi-
tional defenses like firewalls and intrusion detection systems are limited in effectiveness 
due to their inability to adapt to modern attack patterns. This has spurred interest in 
machine learning (ML) techniques, which offer adaptive, data-driven methods for real-
time anomaly detection and prediction of malicious behavior [7].

As identified by authors [8], ML techniques effectively detect anomalies and prevent 
attacks in network security by learning patterns from traffic. They distinguish between 
malicious activities and update detection strategies for new attack vectors. By analyzing 
large-scale traffic data, these models identify hidden patterns and differentiate between 
normal and malicious behaviors. Techniques such as Support Vector Machines (SVM), 
Decision Trees, Random Forests, and Deep Learning are increasingly used to detect and 
prevent DDoS and ARP spoofing attacks [9]. Their ability to learn from historical and 
real-time traffic enables proactive defense strategies that are more resilient to zero-day 
attacks and dynamic threats [10].

In campus networks, ML-based security solutions significantly outperform traditional 
rule-based approaches by learning from historical and real-time data to detect anoma-
lies and hidden threats [11]. This capability is essential for mitigating DDoS and ARP 
spoofing attacks that blend into legitimate traffic. By using supervised, unsupervised, 
or hybrid ML models, campus networks can implement adaptive defenses that iden-
tify malicious activity early and automate real-time responses [12]. Transitioning to ML 
requires algorithmic innovations, efficient feature engineering, privacy-preserving data 
collection, and integration with security frameworks [13]. Advancements in federated 
learning, reinforcement learning, and explainable AI enhance the accuracy, scalability, 
and trustworthiness of ML-based anomaly detection systems, making them reliable safe-
guards for campus networks against DDoS and ARP spoofing threats [14].

This review analyzes the existing literature on machine learning techniques to mitigate 
and prevent DDoS and ARP spoofing attacks in campus networks. It evaluates the meth-
odologies, algorithms, and frameworks developed, highlighting their strengths, limita-
tions, and practical implications. Additionally, it identifies research gaps and future 
directions, offering insights into effectively leveraging machine learning for more robust 
and adaptive network security systems for campus networks.
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2  Background of DDOS and ARP prevention
ML has become a cornerstone in addressing the increasing sophistication of DDoS and 
ARP spoofing attacks, especially in complex environments like campus and IoT net-
works [15]. These environments are marked by high traffic variability, a range of devices, 
and dynamic topologies, making anomaly detection using traditional methods more 
challenging [16].Compounding these challenges, botnets networks of compromised 
devices controlled by a single botmaster enable a variety of malicious activities, includ-
ing DDoS attacks, spam campaigns, and phishing operations, thereby posing a signifi-
cant threat to the integrity, availability, and security of networks. The proliferation of IoT 
devices, such as smartphones, smart home appliances, industrial sensors, and medical 
equipment, further expands the attack surface, as their inherent limitations in process-
ing, memory, and power make them particularly vulnerable to compromise.

DDoS attacks target higher network layers and create high-volume anomalies, while 
ARP spoofing is a Layer 2 threat that exploits the trust-based characteristics of the ARP. 
Unlike higher-layer intrusions that produce noticeable flow deviations, ARP spoofing 
subtly alters IP–MAC bindings without authentication, resulting in low-volume poison-
ing patterns that can be mistaken for legitimate traffic. This poses challenges for anomaly 
detection, especially for machine learning methods that rely on strong feature represen-
tation and sufficient signal strength. In campus IoT environments marked by dynamic 
DHCP allocations, diverse devices, high broadcast traffic, and frequent device mobility 
these issues are intensified, limiting the effectiveness of models trained on controlled or 
synthetic datasets.

Numerous studies have demonstrated the effectiveness of ML-based approaches in 
detecting and preventing DDoS and ARP attacks across various datasets and network 
environments [17]. Traditional prevention mechanisms struggle with modern threats 
due to their scale and adaptability. Several studies [18, 19], have demonstrated the high 
accuracy of ML-based approaches in detecting and preventing DDoS and ARP attacks 
across diverse datasets and environments. RF classifiers have achieved detection accura-
cies that surpass those of baseline algorithms such as Naïve Bayes, K-Nearest Neighbors, 
Linear Discriminant Analysis, and Support Vector Machines [20]. In addition to their 
accuracy, RF models consistently demonstrate high precision, recall, and F1-scores, indi-
cating robust classification performance. Similarly, deep learning-based neural network 
classifiers for DDoS flooding detection have reported accuracies that further validate the 
suitability of machine learning techniques for large-scale intrusion detection [18]. This 
further underscores the effectiveness of advanced ML models in intrusion detection.

Significant advancements have been made in mitigating ARP spoofing attacks, which 
operate at the link layer and can facilitate man-in-the-middle and denial-of-service 
scenarios. The ARP-PROBE framework, an explainable deep learning-based system 
designed for IoT environments, achieved the best accuracy results with extremely 
low false positive and false negative rates [21]. These results highlight the potential of 
explainable machine learning models to enhance both detection performance and oper-
ational trust.

Both DDoS and ARP attacks significantly degrade campus network performance by 
overwhelming infrastructure resources and compromising communication integrity. 
Global cyberattack reports indicate that these threats are widespread and continue to 
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increase in both frequency and sophistication across regions [22]. Figure 1 illustrates the 
global distribution of DDoS attacks, highlighting the pervasive nature of these threats.

Recent advancements in ML have enabled real-time analysis of high-volume traf-
fic data, enhancing detection speed, accuracy, and response efficiency [23]. Integrating 
these techniques into campus networks fosters the development of proactive, resilient, 
and scalable security frameworks that can adapt to evolving cyber threats [24].

2.1  Historical Approaches and Challenges in DDOS and ARP prevention

Detecting and preventing DDoS attacks and ARP threats relied on rule-based systems 
that utilized expert knowledge and predefined policies. Network administrators and 
engineers established thresholds based on observed traffic patterns and past experiences 
to identify unusual behavior. Prevention of ARP spoofing depended on static ARP tables, 
host-based authentication, and manual network monitoring [25]. While these methods 
provided basic security, they struggled to adapt to the increasing sophistication and 
volume of attacks, particularly in dynamic environments like campus networks, where 
diverse devices and user activities generate complex traffic patterns. These methods 
proved ineffective in scaling within such environments due to the frequent addition of 
devices and user mobility [26].

ML began to play a role in anomaly detection and prevention due to the limitations of 
earlier methods. In the late 1990 s and early 2000 s, ML-based approaches used super-
vised learning models like decision trees, Naïve Bayes, and SVM to classify traffic as 
benign or malicious [27]. These models improved upon rule-based systems by identify-
ing statistical deviations in network flows instead of relying on static signatures. In ARP 
spoofing, ML detected abnormal mapping patterns and packet inconsistencies, pre-
venting man-in-the-middle attacks in campus LANs [28]. These early models relied on 
engineered features, and their accuracy was limited by the quality and size of training 
datasets.

Fig. 1  A Pie Chart of Global DDoS Attack Report (Checkpoint research, 2024)
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The earlier approaches faced limitations, including high false-positive rates, limited 
scalability, and an inability to detect novel attack vectors. These issues highlighted the 
need for more adaptive and intelligent mechanisms, especially for complex or distrib-
uted attack patterns. The influx of IoT devices and sensor networks in campus environ-
ments added further challenges, as conventional rule-based systems struggled to scale 
and accommodate diverse IoT traffic [29]. This resulted in limited protection, often 
causing false positives or delayed responses. The challenge of detecting and preventing 
evolving threats was particularly pronounced in dynamic university environments [30], 
Characterized by high device turnover, diverse users, and varied traffic from academic, 
administrative, and research activities, the integration of Software-Defined Networks 
(SDN), IoT, and Wireless Body Area Networks (WBANs) in university networks com-
plicates traditional prevention methods [31]. The evolution of network security strate-
gies integrates ML, emphasizing the complexity of campus networks and the need for 
advanced ML systems for anomaly detection models that can adapt to heterogeneous 
traffic patterns [32]. This approach emphasizes hybrid deep learning methods such as 
CNN-LSTM, Variational Autoencoders, and Graph Neural Networks, which provide 
more accurate and real-time detection and mitigation of DDoS and ARP attacks in mod-
ern campus networks [33]. Table 1 Shows the historical Development of Machine Learn-
ing in DDoS and ARP Prevention on Campus Networks from 1990-present.

2.2  Developments and achievements of ML approaches in the field

Efforts to prevent DDoS and ARP attacks on campus networks combined protocol-level 
defenses with emerging machine learning techniques, marking a transition from static 
to adaptive approaches. Initial strategies relied on network- and link-layer mechanisms, 
such as ingress/egress filtering (e.g., BCP38) to block IP spoofing, router-based rate limit-
ing to mitigate flooding attacks, and static ARP entries or VLAN segmentation to reduce 
exposure to spoofing [25]. While these methods provided foundational safeguards, they 
were largely reactive, protocol-specific, and unable to cope with the dynamic nature of 
campus environments, where devices frequently join, leave, and generate diverse traffic 
flows. To address these limitations, research shifted toward supervised machine learning 

Table 1  Showing the historical Development of Machine Learning in DDoS and ARP Prevention on 
Campus Networks from 1990-present
Period Methods/Technologies Algorithms Used Limitations
1990–2000 Rule-based anomaly 

detection, early intrusion 
detection systems (IDS) in 
campus LANs [34–36]

Threshold-based filtering, Signature-
based IDS, Basic Statistical Models, 
Linear Regression, K-Nearest Neigh-
bors (KNN)

Could only detect known 
attacks; poor scalabil-
ity; high false negatives; 
manual tuning required

2000–2010 Early ML adoption for 
anomaly detection; KDD’99 
& DARPA datasets widely 
used [37, 38]

Decision Trees (C4.5), Naïve Bayes, 
Support Vector Machines (SVM), 
k-Nearest Neighbors (kNN)

Depended heavily on fea-
ture engineering; struggled 
with high-dimensional data; 
limited real-time capability

2010–2020 Integration of ML with SDN, 
IoT, and campus network 
security frameworks 
[39–41]

Random Forest, Principal Com-
ponent Analysis (PCA), Clustering 
(k-means), Neural Networks (ANN), 
Ensemble Learning

High false positive rates; 
limited adaptability to novel 
attacks; resource-intensive 
for IoT/WBAN devices

2020–Present Advanced ML and Deep 
Learning for real-time 
detection in SDN-enabled 
campus and IoT/WBAN 
networks [42–44]

Recurrent Neural Networks (RNN), 
Long Short-Term Memory (LSTM), 
Convolutional Neural Networks 
(CNN), Hybrid ML-DL models, Rein-
forcement Learning

High computational cost; 
requires large labeled datas-
ets; deployment complexity 
in resource-constrained 
environments (IoT/WBAN); 
explainability challenges
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models, such as SVMs, Decision Trees, and RFs, which leveraged labeled datasets of 
normal versus malicious traffic to detect anomalies in real time [45]. This represented a 
breakthrough compared to static rule systems, as it enabled high-volume classification 
of traffic and adaptive anomaly detection and prevention. In parallel, clustering methods 
like k-Means and k-Nearest Neighbor were introduced to uncover hidden patterns of 
ARP spoofing within campus LANs, providing the first automated mechanisms for iden-
tifying insider threats and local man-in-the-middle attacks [46].

A critical limitation identified in traditional protocol-based defenses is their inabil-
ity to scale in response to emerging trends such as the proliferation of IoT, the adop-
tion of BYOD, the implementation of SDNs, and the increasing integration of WBANs 
within campus infrastructures. While mechanisms like Dynamic ARP Inspection and 
DHCP snooping have improved ARP security, their reliance on significant administra-
tive overhead and specialized hardware has constrained deployment in resource-limited 
academic settings [47]. TCP hardening measures, such as SYN cookies, were effective 
against basic volumetric floods but fell short against more sophisticated multi-vector 
DDoS campaigns. These shortcomings highlighted a critical gap; although protocol rules 
provided baseline resilience, they lacked the intelligence to detect unknown anomalies, 
adapt to evolving adversarial strategies, or autonomously respond to subtle deviations 
in network behavior [48]. These challenges become more pronounced in environments 
shaped by SDN-driven traffic management, IoT device diversity, and WBAN communi-
cations [49].

Significant advancement in campus network prevention has been the integration of 
multiple machine learning algorithms into ensemble learning frameworks, improving 
detection and prevention accuracy, robustness, and reliability by leveraging the strengths 
of different models. Recent breakthroughs have increasingly focused on embedding ML 
intelligence into protocol monitoring and enforcement, transforming static defenses into 
adaptive and proactive prevention [50]. Supervised approaches, such as RFs and SVMs, 
facilitated the classification of malicious versus legitimate flows. Meanwhile, deep learn-
ing models, including CNN-LSTM hybrids, captured both spatial and temporal traffic 
features for more precise prevention of protocol misuse. More advanced architectures, 
such as CNNs, LSTMs, VAEs, and GNNs, further enhanced prevention precision and 
scalability by uncovering subtle anomalies and coordinated multi-vector DDoS or ARP 
spoofing attacks across distributed IoT and BYOD devices [51]. Reinforcement learning 
(RF) enhanced systems’ ability to autonomously adjust defense strategies like dynamic 
throttling, traffic rerouting, and ARP validation based on evolving attack conditions. 
The integration of ensemble methods with supervised, deep, and RF marked a shift from 
reactive, protocol-centric defenses to intelligent, self-adaptive prevention systems that 
provide the scalability, adaptability, and accuracy needed to secure modern, heteroge-
neous campus networks [52].

2.3  ML methods and algorithm used in DDOS and ARP prevention

Supervised machine learning techniques are essential for detecting and preventing 
DDoS and ARP attacks in campus networks. Models such as SVM, RF, DT, and CNNs 
were trained on labeled datasets that distinguish normal traffic from malicious traf-
fic [53]. These algorithms effectively identified known attack patterns when large, 
high-quality datasets were available, making them suitable for diverse campus traffic. 
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However, their reliance on pre-labeled data limited their ability to detect novel or zero-
day attacks, reducing effectiveness against evolving threats [54].

Unsupervised and semi-supervised models have proven to be highly effective for 
DDoS and ARP detection and prevention in campus networks. Algorithms such as 
K-means, DBSCAN, and Autoencoders do not require labeled data, making them ideal 
for identifying unseen anomalies in dynamic traffic [55]. Supervised learning creates a 
knowledge base from reclassified patterns to classify new patterns, mapping input fea-
tures to corresponding outputs (classes) and resulting in a model. Semi-supervised 
approaches, such as VAEs and GNNs, leverage small labeled datasets with larger unla-
beled traffic, reducing labeling effort while maintaining accuracy. These methods are 
well-suited for campus networks, where massive, ever-changing traffic flows complicate 
manual labeling [56].

RL and adaptive ML models have improved real-time DDoS and ARP prevention 
in campus networks. RL systems utilize algorithms such as Q-Learning, Deep Q-Net-
works (DQN), and Policy Gradient methods to learn optimal defense strategies through 
network interactions [57]. They adjust actions such as traffic throttling or routing in 
response to attacks. Adaptive models, including online learning and ensemble frame-
works with hybrid deep learning, continuously update to counter evolving threats 
[58]. In complex campus environments with IoT devices, SDNs, and WBANs, these 
approaches provide flexible, proactive, and self-adjusting security, effectively addressing 
the limitations of static detection systems [59]. The advancement of ML methods for 
DDoS and ARP detection and prevention in networks is presented in Fig. 2.

3  Current studies
Recent studies indicate that integrating diverse ML paradigms has significantly strength-
ened network defense mechanisms in campus environments by enabling timely detec-
tion and mitigation of both volumetric and protocol-level attacks. Supervised learning 
approaches are widely adopted for DDoS and ARP detection due to their strong discrim-
inative capability when sufficient labeled data are available. However, their effectiveness 
is limited by labeling costs, dataset bias, and reduced adaptability to previously unseen 
attack patterns [60]. In contrast, unsupervised and semi-supervised methods are bet-
ter suited for anomaly detection in dynamic campus networks, as they do not rely on 
labeled datasets and can identify novel or evolving threats, though this often comes at 
the expense of higher false-positive rates. Deep learning architectures, including CNN, 
LSTM, and Bi-LSTM models, are particularly effective in capturing spatial and temporal 
traffic dependencies, but their high computational overhead and limited interpretability 
pose challenges for real-time deployment and operational trust [61].

Hybrid and ensemble learning frameworks aim to balance these trade-offs by com-
bining multiple ML techniques to enhance robustness and generalization across het-
erogeneous traffic conditions. Federated learning has emerged as a promising solution 
for distributed campus and IoT-enabled environments, enabling collaborative model 
training while preserving data privacy [62]. Nevertheless, it introduces additional com-
munication overhead and assumes the availability of sufficient computational resources 
at edge devices. RL further extends ML-based security by enabling adaptive and proac-
tive mitigation strategies, particularly when integrated with SDN. However, its training 
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complexity, convergence latency, and sensitivity to reward design limit its practicality in 
highly dynamic campus settings [63].

Despite these advances, existing studies primarily evaluate DDoS and ARP attack 
prevention in isolation, with limited exploration of integrated frameworks capable of 
addressing both threats simultaneously. Only a few works, such as Chai et al. (2023) and 
Chatterjee (2025), have demonstrated the feasibility of concurrently mitigating DDoS 
and ARP attacks by combining flow-level analysis with protocol-specific feature extrac-
tion or SDN-assisted multi-layer coordination. DDoS attacks occur at the network and 
transport layers and are characterized by high-volume, bursty traffic. In contrast, ARP 
spoofing operates at Layer 2 and involves low-rate manipulations of MAC-IP bindings 
[64]. These fundamental differences necessitate distinct feature representations, tempo-
ral resolutions, and detection logic, complicating unified modeling especially in hetero-
geneous campus environments with diverse devices, IoT integration, and variable traffic 
patterns. Despite their potential, existing approaches are hampered by dataset scarcity, 
challenges in cross-layer feature fusion, and inadequate validation in realistic campus 
network settings [65].

Fig. 2  Evolution of Early Machine Learning Models and Techniques for DDoS and ARP Spoofing Detection and 
prevention
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Integrating DDoS and ARP detection is challenging because it requires multi-layered 
feature engineering, hybrid learning architectures, and efficient models that can capture 
both volumetric and protocol-level anomalies in real time. Thus, there is a pressing need 
for adaptive, explainable, and scalable ML frameworks-such as hierarchical or modular 
architectures integrated with SDN control planes-that can detect multiple attack types 
while maintaining low false positives and high responsiveness, thereby enhancing the 
resilience of campus networks against complex, multi-vector threats.

DDoS attacks have received significant research attention due to their visibility and 
impact on service disruption, while ARP spoofing is underexplored despite its role in 
facilitating stealthy man-in-the-middle and traffic redirection attacks. Traditional ARP 
mitigation strategies, like static ARP binding, VLAN segmentation, Dynamic ARP 
Inspection, and DHCP snooping, provide baseline protection but face scalability limita-
tions and administrative overhead. Recent research has shifted toward ML-driven ARP 
detection frameworks that model protocol specific characteristics, such as ARP request 
reply consistency, MAC-IP binding stability, packet timing irregularities, and anomalous 
resolution sequences. Temporal deep learning models, particularly LSTM and hybrid 
CNN-LSTM architectures, have improved detection of subtle Layer 2 anomalies, while 
SDN assisted frameworks enhance detection accuracy through centralized traffic moni-
toring and coordinated mitigation. However, ARP focused research is limited by the lack 
of large-scale, realistic datasets and insufficient campus scale experimental validation. 
Most studies rely on simulated or constrained datasets, restricting model generalizabil-
ity and contributing to the disparity between the maturity of DDoS and ARP research. 
There is a need for realistic Layer 2 datasets, advanced cross-layer feature integration 
techniques, and scalable ML frameworks capable of detecting volumetric and protocol 
level attacks within dynamic campus environments.

3.1  Evaluation of ML techniques and metrics used for DDoS and ARP prevention

Several studies have reported the applicability of ML techniques for detecting DDoS and 
ARP spoofing attacks; however, the reported effectiveness should be interpreted cau-
tiously due to limitations in dataset construction, experimental settings, and contextual 
relevance to campus networks. Benchmark datasets like CICIDS2017, CICIDS2019, 
and Kitsune have been useful for evaluating ML-based DDoS and ARP detection frame-
works, but they mainly reflect enterprise or simulated IoT traffic under controlled condi-
tions. These datasets do not capture the unique characteristics of real campus networks, 
such as mixed academic and administrative traffic, high user mobility, BYOD devices, 
heterogeneous IoT endpoints, and temporal traffic variability. As a result, models vali-
dated only on these datasets may lack generalizability in actual campus environments, 
where dynamic topologies and fluctuating traffic patterns can significantly affect detec-
tion performance.

Deep learning architectures, such as Bi-LSTM and GRU, along with traditional clas-
sifiers like RF and SVM) [66], are commonly evaluated using benchmark datasets such 
as CICIDS2017 and CICIDS2019 [67]. These datasets are frequently utilized because 
they provide labeled traffic, incorporate multiple DDoS attack variants, and reflect typi-
cal enterprise-style network services that partially resemble campus environments. Nev-
ertheless, they are generated under controlled laboratory conditions and primarily rely 
on scripted attack scenarios and predefined traffic profiles, which limits their ability to 
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capture the heterogeneity, temporal variability, and encrypted traffic increasingly pres-
ent in real campus networks [68]. Additionally, some protocol distributions and attack 
signatures within these datasets may not fully align with current network configurations, 
raising concerns about dataset aging and evaluation bias.

Regarding ARP spoofing detection, studies employing LSTM networks and Decision 
Tree classifiers on the Kitsune dataset demonstrate that ML-based models can identify 
anomalous ARP behavior [69]. Kitsune is particularly suited for evaluating lightweight 
intrusion detection due to its focus on resource-constrained environments and feature 
efficiency. However, the dataset is derived from simulated IoT traffic operating under 
constrained and relatively static network conditions, which may not adequately repre-
sent the scale, diversity, and dynamic user behavior typical of modern campus infra-
structures [70]. As a result, the generalizability of findings derived from Kitsune to real 
campus deployments remains limited.

Furthermore, Emerging multi-layered ML frameworks aim to integrate ensemble 
methods, decision trees, and deep learning classifiers to enhance detection across vari-
ous attack vectors [71]. Despite these methodological advances, most validations depend 
on synthetic or benchmark datasets rather than real campus traffic. Notably, few stud-
ies examine DDoS and ARP spoofing together, leaving campuses without comprehensive 
tools capable of mitigating both volumetric and link-layer attacks simultaneously [72].

Overall, the literature indicates that ML-based techniques hold significant potential 
for enhancing the detection and prevention of DDoS and ARP spoofing attacks in cam-
pus networks [73]. However, the heavy reliance on benchmark datasets, limited discus-
sion of dataset bias, synthetic traffic generation, and evolving protocol usage highlights 
the need for more context-aware evaluation strategies [74] Their effectiveness is cur-
rently constrained by dataset limitations, a narrow focus on individual attack types, and 
a lack of real-world validation. Future research should prioritize integrated DDoS and 
ARP detection frameworks, contextual evaluation of live campus traffic, cross-domain 
validation, and adaptive testing strategies to ensure readiness for practical deployment 
[72]. Accordingly, Table  2 summarizes the ML algorithms applied to DDoS and ARP 
prevention, emphasizing their methodological characteristics and dataset context rather 
than reported performance metrics.

3.2  Contextualization of ML techniques in DDoS and ARP prevention

Preventing DDoS and ARP attacks in modern campus networks requires processing 
high-volume, real-time traffic across heterogeneous devices and dynamic network con-
ditions. These factors critically influence the choice and effectiveness of ML techniques, 
which must scale efficiently, capture temporal and spatial dependencies, and operate 
with low latency to ensure timely mitigation [106]. Traditional signature-based intru-
sion detection systems and firewalls often struggle against multi-vector or zero-day 
attacks, whereas ML offers a proactive framework that continuously learns from his-
torical and live traffic to distinguish benign from malicious activity [107]. Supervised 
models, such as RF and SVM, are effective for classifying labeled traffic, while unsuper-
vised approaches-including k-means, DBSCAN, and autoencoders-enable the detec-
tion of unknown or evolving threats [27]. Deep learning architectures, such as CNNs, 
LSTMs, and hybrid CNN-LSTM models, excel at capturing spatial and temporal traffic 
patterns for precise, near real-time prevention [108]. Reinforcement learning enhances 
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Algorithm Category Description Key Features Benefits Challenges Applications
DT [75] Supervised Tree-struc-

tured model 
for classifica-
tion of attack 
patterns.

Rule-based learn-
ing, interpretable.

Easy to 
interpret, low 
computational 
cost.

Overfitting 
with large 
datasets.

DDoS traffic 
classification 
in campus 
networks.

RF [76] Ensemble Combines 
multiple 
decision trees 
for higher 
accuracy.

Bagging, feature 
randomness.

High accuracy, 
robustness to 
noise.

Computation-
ally intensive.

DDoS anomaly 
detection in 
IoT-enabled 
labs.

SVM [77] Supervised Separates 
classes using 
hyperplanes.

Kernel trick, 
margin 
maximization.

Effective in 
high-dimen-
sional spaces.

Slow for large 
datasets.

ARP spoofing 
detection in 
LANs.

KNN [78] Supervised Classifies sam-
ples based 
on nearest 
neighbors.

Distance-based 
learning.

Simple, 
non-parametric.

High latency 
for large data.

DDoS flow 
classification 
in academic 
networks.

Naïve 
Bayes (NB) 
[79]

Supervised Probabilistic 
classi-
fier based 
on Bayes’ 
theorem.

Fast, probabilistic 
inference.

Handles noisy 
data.

Assumes 
feature 
independence.

ARP poison-
ing attack 
prediction.

Logistic 
Regression 
(LR)

Supervised Regression-
based binary 
classification.

Linear decision 
boundaries.

Fast, 
interpretable.

Poor with 
nonlinear 
data.

DDoS binary 
classification in 
campus traffic.

Artificial 
Neural 
Network 
ANN [80]

Supervised Mimics 
biological 
neurons for 
classification.

Hidden layers, 
activation 
functions.

Captures com-
plex patterns.

Requires large 
datasets.

Multi-class 
DDoS detec-
tion in hybrid 
networks.

DNN [81] DL Multi-
layer neural 
architecture 
for feature 
learning.

Deep hierar-
chies, nonlinear 
modeling.

High accuracy, 
adaptability.

Computation-
ally expensive.

DDoS and ARP 
integrated 
detection 
systems.

CNN [82] DL Extracts 
spatial-tem-
poral traffic 
features.

Convolutional 
filters, pooling.

Efficient feature 
extraction.

Needs labeled 
data.

Packet-
level anomaly 
detection.

RNN [83] DL Sequential 
model for 
temporal 
data.

Memory of past 
states.

Effective for 
time-series.

Vanishing gra-
dient issues.

DDoS trend 
prediction in 
campus traffic.

LSTM [84] DL Variant of 
RNN solving 
long-term 
dependency.

Gates for infor-
mation control.

Handles se-
quential data.

High training 
time.

Time-series 
DDoS traffic 
analysis.

GBM [85] Ensemble Sequential 
ensemble of 
weak learners.

Boosting 
technique.

High predictive 
power.

Risk of over 
fitting.

Feature-
based DDoS 
classification.

XGBoost 
[86]

Ensemble Optimized 
GBM for faster 
execution.

Regularization, 
parallelism.

High speed and 
accuracy.

Param-
eter tuning 
complexity.

ARP and 
DDoS hybrid 
detection.

AdaBoost 
[87]

Ensemble Weighted 
combina-
tion of weak 
learners.

Adaptive 
weighting.

Improves weak 
learners.

Sensitive to 
noise.

Detecting 
spoofed ARP 
responses.

LightGBM 
[88]

Ensemble Gradient 
boosting 
optimized for 
large data.

Histogram-based 
learning.

Fast training, 
scalability.

May overfit 
small data.

Real-time 
DDoS 
detection.

Table 2  Summary of Various ML Algorithms Used in DDoS and ARP Prevention
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Algorithm Category Description Key Features Benefits Challenges Applications
Autoen-
coder [89]

DL Learns com-
pressed data 
representa-
tions.

Encoder-decoder 
structure.

Effective 
unsupervised 
learning.

Sensitive to 
noise.

ARP anomaly 
detection in 
LANs.

Gaussian 
Mixture 
Model 
(GMM) [90]

Unsuper-
vised

Models data 
as Gaussian 
distributions.

Probabilistic 
clustering.

Handles uncer-
tainty well.

Assumes 
Gaussian 
nature.

Network traffic 
clustering.

K-Means 
[91]

Unsuper-
vised

Clusters data 
by minimizing 
intra-cluster 
variance.

Centroid-based 
learning.

Simple, fast. Requires pre-
defined k.

Unsupervised 
DDoS anomaly 
detection.

DBSCAN 
[92]

Unsuper-
vised

Density-based 
clustering 
for outlier 
detection.

Density 
threshold.

Finds arbitrary 
clusters.

Sensitive to 
parameters.

ARP spoof-
ing outlier 
detection.

PCA [93] Dimen-
sionality 
Reduction

Transforms 
data to 
principal 
components.

Variance 
maximization.

Reduces 
complexity.

Loses 
interpretability.

Feature reduc-
tion for DDoS 
detection.

RL [94] Adaptive Learns opti-
mal actions 
via rewards.

Exploration vs. 
exploitation.

Adaptive deci-
sion-making.

Slow 
convergence.

Adaptive ARP 
prevention.

DQN [95] RL Deep learn-
ing with 
Q-learning.

Action-value 
function.

Real-time 
adaptability.

Complex 
implementa-
tion.

Self-learning 
DDoS 
mitigation.

ELM [96] Supervised Single-
layer neural 
network.

Random weights, 
fast learning.

Rapid training. Low 
interpretability.

DDoS traffic 
recognition.

Genetic 
Algorithm 
(GA) [97]

Optimiza-
tion

Evolution-
ary search 
optimization.

Mutation, 
crossover.

Good global 
search.

Computation-
ally expensive.

Feature 
optimization in 
DDoS models.

Hybrid 
CNN-LSTM 
[98]

DL Combines 
CNN feature 
extraction 
with LSTM 
sequence 
modeling.

Spatio-temporal 
learning.

High detection 
accuracy.

Heavy training 
cost.

Joint DDoS-
ARP detection.

CNN-GRU 
Hybrid [99]

DL Combines 
CNN spatial 
and GRU tem-
poral layers.

Sequence feature 
extraction.

Handles traffic 
dynamics.

High resource 
demand.

Dynamic 
DDoS 
detection.

Semi-
Supervised 
Learning 
[100]

Hybrid Learns 
from few 
labels + unla-
beled data.

Self-training. Reduces label-
ing cost.

Sensitive to 
noisy labels.

ARP spoofing 
in unla-
beled data 
environments.

Deep Auto-
encoder-
LSTM [101]

DL Combines 
feature 
compression 
and sequence 
learning.

Reconstruction 
error-based 
detection.

Detects zero-
day attacks.

Long training 
time.

Integrated 
DDoS-ARP 
defense.

GNN [102] DL Learns from 
graph-struc-
tured data.

Node and edge 
embeddings.

Captures net-
work topology.

High com-
putation 
demand.

Network-
level intrusion 
detection.

Transform-
er Model 
[103]

DL Attention-
based 
sequential 
model.

Self-attention 
layers.

Handles long 
dependencies.

Requires large 
datasets.

Real-time 
DDoS 
detection.

Table 2  (continued) 



Page 13 of 32Richard et al. Discover Networks            (2026) 2:11 

adaptability by enabling dynamic mitigation strategies, including traffic rerouting, rate 
limiting, or SDN-assisted control, in response to evolving attack behaviors [109].

ARP spoofing detection in campus IoT networks is complex due to Layer 2 protocol 
characteristics and network dynamics. Deviations in IP–MAC mappings, broadcast traf-
fic, device mobility, and DHCP turnover present challenges for ML models. Existing ARP 
datasets often lack the diversity of real campus traffic, limiting model robustness, while 
dense broadcast domains, mixed topologies, VLAN segmentation, and network virtu-
alization complicate anomaly differentiation. Incorporating protocol-aware features, 
such as IP–MAC binding stability, along with temporal and context-aware modeling, 
can improve detection accuracy and reduce false positives. Addressing these campus-
specific dynamics is essential for developing reliable and generalizable ML frameworks 
for ARP spoofing mitigation.

However, deploying ML-based defenses in campus environments is limited by hard-
ware constraints and emerging adversarial threats that manipulate input data to evade 
detection or degrade model performance. Real-time implementation is challenging 
because network switches and routers typically have limited processing capacity, mem-
ory buffers, and forwarding rates, which restrict the complexity of ML models execut-
able at the network edge [110]. Throughput requirements during peak conditions often 
exceed hundreds of thousands of packets per second, while latency demands decision-
making within milliseconds to prevent service disruption [111]. To address these chal-
lenges, lightweight or modular ML models, selective feature extraction, and hardware 
acceleration using GPUs or edge computing platforms are essential. Hybrid frameworks 
that distribute anomaly detection between edge devices and centralized controllers, 
along with SDN-based traffic orchestration, enable scalable, low-latency, and accurate 
DDoS and ARP prevention while respecting the computational limitations of campus 
network equipment [112]. Integrating adversarial defense mechanisms such as adver-
sarial training, robust feature engineering, ensemble learning, and continuous model 
validation enhances resilience against evasion and poisoning attacks. Additionally, incor-
porating lightweight model optimization and distributed edge-cloud processing ensures 
computational efficiency without compromising detection accuracy. This combination 
supports secure, scalable, and adaptive ML-driven intrusion detection in resource-
constrained campus network environments. Figure  3 summarizes the ML techniques 
applied in these environments, highlighting their suitability for real-time, resource-con-
strained deployment.

Algorithm Category Description Key Features Benefits Challenges Applications
Federated 
Learning 
[104]

Distrib-
uted ML

Trains models 
across 
decentralized 
devices.

Privacy-preserv-
ing learning.

Protects data 
privacy.

Communica-
tion overhead.

Collaborative 
ARP preven-
tion in IoT labs.

DRL [105] Adaptive Combines 
deep learning 
and RL for 
adaptive 
defense.

Policy 
optimization.

Autono-
mous attack 
mitigation.

High 
complexity, re-
source heavy.

Self-learning 
DDoS-ARP 
prevention 
framework.

Table 2  (continued) 
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4  Methodology
In this section, we outline our review methodology, employing the PRISMA (Preferred 
Reporting Items for Systematic Reviews and Meta-Analyses) framework for selecting 
research papers. Following the guidelines established by Trifu et al. (2022), we conducted 
a manual revision process to screen the automatically selected publications, excluding 
those outside the study’s scope. The final dataset includes 110 publications, ensuring the 
systematic inclusion of relevant studies.

4.1  Inclusion and exclusion criteria

This research explores the application of emerging technologies. Inclusion and exclusion 
criteria were established to focus on relevant studies analyzing DDoS and ARP preven-
tion on campus networks using ML. The review included publications that addressed 
the use of ML for preventing DDoS and ARP attacks within university networks, SDN, 
IoT, and WBANs. Studies were selected based on their focus on network security chal-
lenges related to DDoS and ARP threats, empirical validation, and the scalability of ML 
techniques in campus environments. Papers lacking empirical evaluation or outside 
the realms of academic research, IoT, SDN, and WBANs were excluded. This selection 
ensured the review focused on state-of-the-art ML approaches for securing campus net-
work thus detecting and preventing DDoS and ARP attacks.

A.	 Selection of keywords

Fig. 3  ML techniques in DDoS and ARP prevention
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A literature search was conducted in major academic databases, including Springer, 
IEEE, Elsevier, Science Direct, Research Gate, Google Scholar, and arXiv, to identify 
relevant studies. The search used keywords and Boolean operators related to ML, deep 
learning, intrusion detection, network security, DDoS, and ARP spoofing. Context-spe-
cific keywords like campus network, university network security, SDN, IoT, and WBAN 
were included to focus on academic environments. This strategy ensured the retrieval 
of studies on the application of ML techniques for detecting and preventing DDoS and 
ARP-based attacks in campus and smart network infrastructures.

A.	 Inclusion

Eligible papers were selected based on their relevance to machine learning techniques 
for preventing DDoS and ARP attacks in campus networks. The focus was on studies 
exploring emerging technologies, including IoT, SDN, and WBAN. Only peer reviewed 
journal articles, conference papers, and high-quality preprints in English were included 
if they provided empirical or experimental results demonstrating model performance 
using metrics such as accuracy, precision, F1 score, detection rate, or false positive 
rate. This framework ensured that all selected studies presented relevant, validated, and 
reproducible findings that contribute to understanding machine learning-based network 
security detection and prevention in academic and campus infrastructures.

.

I.	 Exclusion

Studies were excluded if they did not involve ML or deep learning techniques for secur-
ing campus networks, preventing DDoS or ARP attacks, lacked empirical validation, or 
focused solely on traditional detection methods. Papers unrelated to campus, IoT, SDN, 
or WBAN network environments, as well as those not written in English, were also 
omitted. Additionally, review papers, opinion articles, and studies lacking methodologi-
cal detail or performance metrics were excluded to ensure the quality and relevance of 
the selected literature.

5  Research quality evaluation and data extraction
Given the increasing volume of research on ML applications for securing campus net-
works, including intrusion detection and prevention of DDoS and ARP attacks, we 
evaluated the selected studies using the PRISMA checklist. Two independent review-
ers screened all titles, abstracts, and full-text articles. Inter-reviewer agreement was 
assessed using Cohen’s kappa (κ = 0.88), with discrepancies resolved through discussion 
and consensus with a third reviewer. Each study was critically evaluated for method-
ological quality, considering criteria such as dataset relevance, experimental design, 
empirical validation, performance metrics, and reproducibility. Studies that did not 
meet minimum quality thresholds, lacked a focus on ML or deep learning, or fell outside 
the scope of campus, IoT, SDN, or WBAN network environments were excluded. This 
approach ensured the inclusion of only high-quality, methodologically sound studies. 
The PRISMA framework facilitated a thorough evaluation of each paper, emphasizing 
the applicability of ML algorithms and novel techniques for intrusion detection and pre-
vention in campus network environments.
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As shown in Fig. 4, the literature search identified 206 articles from major academic 
databases, including Springer, IEEE, Elsevier, Research Gate, Science Direct, Google 
Scholar, and arXiv. During the screening process, 58 duplicate articles were removed. 
Subsequently, 11 articles were excluded for lacking a clear ML focus, and 10 articles 
were omitted due to the absence of empirical validation. Additionally, 17 studies were 
excluded for falling outside the scope of campus, IoT, SDN, or WBAN network contexts. 
After applying all criteria, a total of 110 studies were retained for full review and analysis.

Figure 5 illustrates the yearly distribution of studies included in the review for the 
period 2020–2025. A total of 110 research papers published between 2020 and 2025 
were selected based on the established inclusion criteria. The distribution of these stud-
ies indicates the number of papers identified from each year: 14 in 2020, 10 in 2021, 19 
in 2022, 16 in 2023, 23 in 2024, and 28 in 2025.

6  Recent Innovations in ML for DDoS and ARP prevention on campus network
Recent innovations in ML have significantly advanced the detection and prevention of 
DDoS and ARP spoofing attacks in campus networks, particularly under resource-con-
strained and real-time conditions. Lightweight ML models designed for IoT and edge 
environments employ feature selection techniques, such as Extremely Randomized 
Trees (Extra Trees Classifier), to reduce dimensionality and computational overhead 

Fig. 4  The PRISMA-based process adopted for the review
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while maintaining effective detection capabilities [113]. Hybrid deep learning architec-
tures that combine CNNs with LSTM networks further enhance performance by jointly 
modeling spatial traffic features and temporal dependencies, making them suitable for 
identifying complex and evolving attack patterns [114]. For ARP spoofing prevention, 
ML-based detection has been integrated into SDN architectures through multi-layered 
frameworks that combine lightweight edge-level classifiers with centralized ensemble-
based mitigation modules [71]. These approaches exploit ARP-specific protocol dynam-
ics and traffic behavior to enable timely detection and coordinated responses across 
campus infrastructures [115]. Frameworks such as MULTI-LF demonstrate the feasi-
bility of achieving low latency and robust classification in multi-attack scenarios, high-
lighting the potential of ML-driven security mechanisms for proactive campus network 
defense.

However, despite these advances, existing ML-based intrusion detection and preven-
tion systems remain vulnerable to adversarial machine learning threats, which are largely 
underexplored in current campus-focused studies. Adversarial examples can be crafted 
to evade trained models by subtly manipulating traffic features, while model poisoning 
attacks can degrade detection performance by injecting malicious samples during train-
ing or model updates. Additionally, evasion attacks that exploit model assumptions or 
feature dependencies pose a significant risk in real-world deployments. Addressing these 
challenges requires incorporating adversarial-aware training, robust feature engineering, 
ensemble diversity, and continuous model validation [116]. Promising solutions include 
adversarial training, anomaly-based pre-filters, federated learning with secure aggrega-
tion, and explainable ML mechanisms that enhance trust and resilience. The deployment 
of computationally intensive ML models, such as CNN–LSTM hybrids, in campus net-
work environments is often limited by legacy infrastructure and resource constrained 
IoT devices. These challenges can be addressed through lightweight optimization tech-
niques, including model pruning, quantization, and knowledge distillation, which help 
reduce computational complexity, memory usage, and energy consumption while main-
taining detection performance. Additionally, edge cloud collaborative architectures 

Fig. 5  A bar graph showing Yearly Distribution of Studies Included in the Review (2020–2025)
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facilitate efficient task distribution by enabling lightweight anomaly detection at local or 
edge nodes, while offloading complex analytics to centralized servers. When integrated 
into SDN-enabled modular ML frameworks, these strategies enhance scalability, reduce 
latency, and support real-time, adaptive, and resilient detection of DDoS and ARP spoof-
ing attacks in resource-constrained campus network environments, as summarized in 
Fig. 6.

6.1  Analysis of emerging ML algorithms and techniques

Recent Research and advances in ML have led to the development of hybrid algorithms 
and deployment methodologies that significantly enhance the detection and prevention 
of DDoS and ARP spoofing attacks in complex campus network environments [117]. 
Traditional rule-based intrusion detection systems struggle to cope with the high traf-
fic volume, temporal variability, and device heterogeneity characteristic of academic 
networks. In contrast, modern ML techniques-including LSTM, CNNs, and gradient 
boosting methods like XGBoost-can model non-linear traffic behavior and temporal 
dependencies, enabling accurate identification of subtle anomalies under fluctuating 
load conditions [118]. Ensemble learning frameworks that combine shallow classifiers 
with deep models further enhance robustness and generalization, particularly against 
evolving or adversarial attack patterns that commonly bypass single-model systems 
[119].

Emerging methodologies increasingly embed ML models within SDN, edge comput-
ing, and federated learning architectures to address scalability, latency, and data privacy 
constraints in campus deployments. Edge-based ML facilitates early-stage detection of 
DDoS floods and ARP anomalies near the data source, reducing response latency and 
minimizing core network overload [120, 121]. Meanwhile, SDN controllers provide cen-
tralized visibility to coordinate mitigation actions such as traffic rerouting, rate limiting, 
and port isolation [122]. Federated learning complements this architecture by allowing 
multiple campus edge nodes or subnetworks to collaboratively train detection models 
without sharing raw traffic data, thereby preserving privacy and accommodating institu-
tion-specific traffic characteristics [123].

Fig. 6  Recent Machine Learning Innovations for DDoS and ARP Attack Prevention
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This distributed learning paradigm is particularly relevant for ARP spoofing detec-
tion, where localized Layer-2 behaviors vary across network segments. Semi-supervised 
and reinforcement learning techniques enhance adaptability by enabling models to learn 
from limited labeled data and continuously refine defense strategies based on real-time 
feedback [124]. Deep reinforcement learning, when integrated with SDN control loops, 
supports proactive mitigation decisions under dynamic attack conditions, while explain-
able AI improves operational trust by providing interpretable insights into detection 
outcomes. Collectively, these algorithmic and architectural innovations form a scalable, 
privacy-aware, and adaptive solution for unified DDoS and ARP prevention in campus 
networks, as summarized in Table 3.

The reviewed algorithms and methodologies demonstrate that hybrid and ensemble-
based models, such as CNN–LSTM and XGBoost, offer superior detection accuracy and 
adaptability compared to traditional single-model approaches. Unsupervised and rein-
forcement learning techniques have introduced intelligent, self-learning capabilities that 
enable real-time anomaly detection and proactive mitigation of evolving network threats 
[133]. Lightweight models, like the Extra Trees Classifier, and federated learning frame-
works further enhance scalability and privacy preservation across distributed campus 

Table 3  Summary of Novel Algorithms and Methodologies for DDoS and ARP Prevention
Algorithm/Methodology Research Methodology Application (DDoS 

and ARP)
Key Findings

CNN–LSTM Hybrid Model 
[125]

Deep learning combin-
ing convolutional and 
recurrent networks for 
sequential data analysis.

Used to detect and 
classify DDoS traffic pat-
terns and ARP spoofing 
behaviors in IoT-based 
campus networks.

Achieved 97.89% detec-
tion accuracy with low 
false-positive rates and 
strong adaptability to 
dynamic attacks.

ETC with Feature Pruning 
[126]

Ensemble learning with 
optimized feature selec-
tion to enhance model 
efficiency.

Applied to lightweight 
DDoS detection in 
campus and WLAN IoT 
environments.

Reduced processing 
latency and main-
tained > 97% accuracy; 
effective for real-time 
detection.

Autoencoder-Based Deep 
Anomaly Detection [127]

Unsupervised learning to 
reconstruct normal traffic 
and identify deviations.

Used for early detection 
of DDoS and ARP spoof-
ing attacks without 
labeled datasets.

Demonstrated high 
accuracy for zero-day at-
tack detection and adap-
tive model performance.

Random Forest with Adaptive 
Thresholding [128]

Supervised ensemble 
method combining deci-
sion trees with adaptive 
threshold tuning.

Designed for mixed-
traffic analysis in ARP 
spoofing and DDoS 
mitigation systems.

Achieved 0.5% false 
alarm rate, improving 
robustness in high-traffic 
campus networks.

SVM with RBF Kernel [129] Supervised classification 
focusing on separating 
normal and malicious 
traffic patterns.

Used to classify ARP 
anomalies and detect 
DDoS traffic bursts.

Provided reliable detec-
tion for small to medium-
scale campus networks 
with limited datasets.

XGBoost + Decision Tree 
Ensemble [130]

Hybrid ensemble learn-
ing integrating gradient 
boosting and tree-based 
classifiers.

Applied to DDoS 
and ARP detection in 
SDN-based campus 
networks.

Improved precision and 
recall by 5–8% compared 
to individual classifiers.

RL-IPS [131] Adaptive ML approach 
that learns optimal miti-
gation policies through 
feedback loops.

Applied in dynamic 
DDoS and ARP preven-
tion systems for campus 
networks.

Reduced response time 
by 30% and enhanced 
resilience to evolving 
attack vectors.

Federated Learning 
Framework[132]

Distributed ML allowing 
collaborative model 
training across multiple 
nodes.

Used for privacy-pre-
serving DDoS and ARP 
detection in multi-cam-
pus environments.

Achieved scalable 
detection with high 
privacy protection and 
resistance to adversarial 
manipulation.
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infrastructures [134]. Cooperatively, these innovations indicate a clear trend toward 
more adaptive, efficient, and autonomous ML-driven security systems capable of safe-
guarding modern campus networks against complex DDoS and ARP attacks.

6.2  Empirical data

Empirical evidence from the reviewed literature demonstrates that ML techniques effec-
tively enhance the detection and prevention of both DDoS and ARP spoofing attacks in 
campus networks. This effectiveness is largely due to their ability to model high-volume, 
real-time, and dynamically evolving traffic patterns. DDoS detection predominantly 
relies on flow-level analysis at the network and transport layers (L3/L4), where features 
such as packet rate, flow duration, byte counts, entropy measures, and connection fre-
quency enable the identification of volumetric and protocol-based flooding behaviors. 
Ensemble learning approaches, including RF and Extra Trees, are frequently adopted for 
DDoS mitigation because of their robustness to feature noise and their capacity to oper-
ate efficiently under large-scale traffic aggregation.

While DDoS prevention has garnered significant attention in the literature, mitigat-
ing ARP spoofing necessitates specialized detection mechanisms due to its low-rate 
and protocol-manipulation characteristics. Recent studies increasingly emphasize ARP 
specific behavioral modeling and cross-layer validation techniques. In contrast to DDoS 
attacks, ARP spoofing detection presents unique challenges because it operates at the 
data link layer (Layer 2), where attacks typically manifest through subtle temporal and 
behavioral deviations rather than high volume traffic anomalies. Consequently, ARP 
focused studies highlight protocol specific features such as ARP request reply consis-
tency, MAC-IP binding stability, packet inter arrival times, and anomalous address res-
olution sequences. Although these features have limited relevance in DDoS detection, 
they are essential for distinguishing malicious ARP behavior.

Deep learning models, particularly LSTM-based and hybrid CNN-LSTM architec-
tures, have shown promise in addressing these Layer 2 challenges by capturing both 
short-term packet dependencies and longer-term behavioral patterns associated with 
ARP poisoning. These temporal models are well-suited to campus environments char-
acterized by device heterogeneity, frequent topology changes, and intermittent com-
munication patterns. However, unlike DDoS detection-which benefits from multiple 
large-scale benchmark datasets-ARP spoofing research remains constrained by limited 
dataset availability. Existing evaluations often rely on datasets such as Kitsune or small-
scale simulated traffic, which, while useful for validating lightweight detection mecha-
nisms, do not fully reflect the diversity and scale of real campus networks. This dataset 
scarcity restricts cross-dataset validation and limits the generalizability of reported 
results.

Emerging adaptive approaches, including reinforcement learning, federated learn-
ing, and hybrid ML frameworks, offer promising directions for jointly addressing DDoS 
and ARP threats by enabling proactive, distributed, and privacy-preserving intrusion 
prevention. When integrated with SDN architectures, these models support real-time 
monitoring and dynamic mitigation across both Layer 2 and Layer 3/4 attack surfaces. 
Nevertheless, the literature reveals an imbalance in experimental depth, with ARP spoof-
ing often receiving comparatively limited evaluation. This highlights the need for future 
research to develop ARP specific datasets, incorporate Layer 2 feature engineering, and 
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conduct realistic campus scale validations. Table 4 summarizes ML-driven prevention 
strategies for DDoS and ARP attacks, emphasizing methodological distinctions, pro-
tocol-layer considerations, and dataset limitations rather than isolated performance 
claims.

A.	 Overview of Datasets Used

The effectiveness of machine learning techniques for DDoS and ARP prevention highly 
depends on the datasets used for their development, training, and evaluation. The 
empirical evaluation of these techniques on campus networks relies on a variety of 
well-established and context-specific datasets that reflect real-world traffic patterns and 
attack scenarios. DDoS and ARP datasets, designed to mirror real-world conditions and 
challenges, provide a critical foundation for these methods. Below is a breakdown of the 
datasets commonly applied in the reviewed studies.

The CICIDS2017 dataset offers labeled flow-based features for HTTP, ICMP, and TCP 
flood attacks, allowing supervised ML models to differentiate between normal and mali-
cious traffic. Its realistic traffic patterns and variety of attack types have established it as 
a standard benchmark for evaluating DDoS detection models in dynamic environments 
like campus networks. The CICIDS2019 dataset builds on this by incorporating modern 
multi-vector DDoS scenarios and high-volume traffic, which supports the development 
of adaptive and real-time machine learning-based intrusion detection systems. Both 
datasets facilitate the training, validation, and benchmarking of supervised algorithms, 
but they come with limitations: their reliance on historical attack patterns, potential 
class imbalances, and controlled traffic environments can result in near-perfect reported 
accuracies that may not generalize to live campus networks.

The Kitsune dataset allows for packet-level analysis of ARP spoofing and IoT anom-
alies, supporting both supervised and unsupervised learning. While it is useful for 
detecting known and emerging ARP attacks, its simulated IoT traffic and constrained 
network conditions may not fully reflect the diversity, device heterogeneity, and tem-
poral variability of real campus networks. Likewise, simulated campus and IoT network 
datasets replicate high volume, heterogeneous traffic in controlled settings, enabling 
robust experimentation with adaptive and unsupervised machine learning models. 
However, they share the limitation of potential synthetic bias and restricted real-world 
representativeness.

Together, these datasets provide crucial resources for developing ML techniques for 
DDoS and ARP prevention, but their near-perfect detection results should be inter-
preted with caution. Future research should incorporate cross-dataset validation, real 
campus traffic traces, and strategies to mitigate class imbalance and overfitting to ensure 
that machine learning models remain robust, generalizable, and operationally reliable in 
live, heterogeneous campus network environments.

A.	 Performance metrics

Performance metrics are essential for evaluating the effectiveness of ML techniques 
in preventing DDoS and ARP attacks on campus networks. They provide a standard-
ized way to assess how accurately and efficiently models detect and classify network 
anomalies.
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Technique/Algorithm Type of Attack 
(DDoS/ARP)

Research Methodology/Application Key Empirical 
Findings

RF [119] DDoS & ARP 
spoofing

Supervised ensemble classifier on labeled 
datasets; used in campus network traffic 
analysis

Achieved 99.99% 
accuracy, preci-
sion, recall, and 
F1-score; robust 
for large-scale 
networks; outper-
forms Naïve Bayes, 
k-NN, SVM

ETC with Feature Prun-
ing [120]

DDoS Lightweight ensemble ML with opti-
mized feature selection; suitable for IoT/
WLAN campus environments

> 97% accuracy; 
reduced process-
ing latency; effec-
tive for real-time 
detection

CNN–LSTM Hybrid 
Model [121]

DDoS & ARP 
spoofing

Deep learning combining convolutional 
and recurrent networks for sequential 
traffic analysis

98.69% accuracy 
and 98.66% F1-
score; captures 
spatial and 
temporal patterns; 
effective against 
multi-vector 
attacks

Bi-LSTM [122] DDoS Deep recurrent network on CICIDS2017 
dataset; volumetric and protocol-based 
attack detection

99.76% accuracy, 
98.90% precision; 
very low false 
positive rate 
(0.053%); effec-
tive in dynamic 
campus traffic

DT [123] ARP spoofing Supervised classifier on ARP traffic data-
set (e.g., Kitsune dataset)

Up to 100% 
detection ac-
curacy; minimal 
false positives; ef-
fective in real-time 
prevention

Autoencoder-Based 
Deep Anomaly Detec-
tion [124]

DDoS & ARP Unsupervised deep learning; reconstructs 
normal traffic to detect anomalies

High accuracy for 
zero-day attack 
detection; adap-
tive to dynamic 
traffic without 
labeled data

Hybrid ML Models 
(Ensemble + Deep 
Learning) [125]

DDoS & ARP 
spoofing

Combination of multiple ML and DL 
models; supervised/unsupervised

Improved accu-
racy, robustness, 
and adaptability 
against evolving 
attacks; effective 
in SDN and IoT 
networks

Reinforcement Learning 
(RL-IPS, Deep RL) [125]

DDoS & ARP 
spoofing

Adaptive learning to optimize mitigation 
policies in real-time campus networks

Reduces response 
time by ~ 30%; 
self-optimizing 
defense; dynamic 
traffic throttling 
and rerouting

Federated Learning 
Framework [126]

DDoS & ARP 
spoofing

Distributed ML across multiple campus 
nodes; privacy-preserving

Scalable collab-
orative detection; 
high privacy pro-
tection; resilient to 
adversarial attacks

Table 4  Summary of ML Techniques for DDoS and ARP Prevention on Campus Networks
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 [135]. Frequently used metrics include accuracy, precision, recall, and the F1-score, 
which measure the predictive performance of ML algorithms. Accuracy indicates the 
overall correctness of predictions, while precision measures the proportion of true 
attack detections among all identified attacks, thereby reducing false positives [136]. 
Recall reflects a model’s ability to identify actual attacks, minimizing false negatives, 
while the F1-score balances precision and recall. Additionally, computation time and 
scalability are crucial for evaluating the suitability of ML models in real-time network 
environments, ensuring responsiveness to varying traffic loads. Other evaluation mea-
sures, such as Receiver Operating Characteristic (ROC) curves, Area under the Curve 
(AUC), and confusion matrices, provide insights into model behavior and classification 
trade-offs [137].

These performance metrics form the foundation for comparing and optimizing ML-
based intrusion detection systems, allowing researchers to identify models that deliver 
high detection accuracy and operational efficiency in dynamic campus network settings, 
as presented in Table 5.

Implementing ML techniques allows network engineers to enhance campus network 
security by proactively detecting and preventing DDoS and ARP attacks. These systems 
identify anomalous traffic patterns for rapid response and mitigation before disruptions 
occur. Integrating performance metrics ensures ongoing evaluation and optimization of 
detection accuracy and efficiency. This enables effective preventive maintenance, mini-
mizes downtime, and maintains seamless connectivity, resulting in improved service 
reliability, higher user satisfaction, and reduced operational costs.

I.	 Integration of ML Techniques and Performance Metrics

Table 5  Summary of some ML techniques used in DDoS & ARP prevention
Technique Ac-

cu-
racy 
(%)

Pre-
ci-
sion 
(%)

Re-
call 
(%)

F1 
Score 
(%)

Compu-
tation 
Time 
(ms)

Scalability

RF [138] 99.99 99.90 99.87 99.88 2.8 High: efficient for large-scale datasets

SVM [139] 97.60 96.80 95.40 96.10 6.2 Moderate: limited for very large datasets

KNN [140] 95.40 94.20 93.60 93.90 8.5 Low: performance drops with data volume

DT [141] 98.70 98.10 97.80 97.90 3.6 High: suitable for real-time detection

XGBoost) [142] 99.20 98.80 98.60 98.70 4.5 High: scalable and robust in SDN/IoT

CNN [143] 98.90 98.50 98.10 98.30 5.7 High: effective with GPU acceleration

LSTM) [144, 145] 99.10 98.70 98.60 98.65 6.4 High: excellent for temporal traffic data

Autoencoder (Unsu-
pervised) [146]

97.80 97.30 96.90 97.00 3.9 High: adaptable for zero-day anomaly 
detection

Reinforcement Learn-
ing (RL) [147]

98.50 98.10 97.70 97.80 5.3 Very High: adaptive in dynamic 
environments

FL [148] 97.90 97.40 97.00 97.10 7.2 Very High : scalable across distributed nodes

Technique/Algorithm Type of Attack 
(DDoS/ARP)

Research Methodology/Application Key Empirical 
Findings

XGBoost + Decision Tree 
Ensemble [127]

DDoS & ARP 
spoofing

Hybrid gradient boosting and tree-based 
ensemble; applied in SDN campus 
networks

Precision and 
recall improved by 
5–8% over single 
classifiers; suitable 
for real-time SDN-
based prevention

Table 4  (continued) 
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The integration of ML techniques with performance metrics is essential for advanc-
ing network security systems, particularly in detecting and preventing DDoS and ARP 
attacks in campus networks. This integration creates a framework that aligns algorithm 
design with measurable performance outcomes, ensuring model development addresses 
predictive accuracy and operational efficiency. By combining ML algorithms such as RF, 
SVM, DT, and DNN with evaluation metrics like accuracy, precision, recall, F1-score, 
computation time, and scalability, researchers can assess model performance across 
multiple dimensions. This approach enhances the interpretability, reliability, and repro-
ducibility of findings while facilitating continuous model refinement based on real-world 
dynamics. It also identifies trade-offs between detection accuracy and resource utiliza-
tion, ensuring deployed models are effective and computationally efficient. Ultimately, 
the synergy between ML techniques and performance metrics bridges the gap between 
theoretical development and practical implementation, guiding the creation of data-
driven, scalable, and performance optimized intrusion detection and prevention systems 
for complex campus networks.

I.	 Challenges and limitations

ML techniques have strong potential to enhance the prevention of DDoS and ARP 
spoofing attacks in campus networks. However, several challenges limit their practical 
deployment. The dynamic and heterogeneous nature of academic environments-marked 
by frequent device turnover, diverse user behaviors, and fluctuating traffic patterns com-
plicates accurate anomaly modeling and increases the risk of false positives. Many ML 
models depend on large, high-quality labeled datasets, yet real-world campus traffic 
datasets are often scarce, imbalanced, privacy-sensitive, or outdated, which constrains 
model generalization and robustness.

Deployment is further complicated by computational complexity, as deep learning and 
hybrid models require substantial processing and memory resources that are difficult to 
support on legacy campus switches, routers, and resource constrained IoT or SDN edge 
devices. Privacy concerns stemming from packet-level inspection, particularly for ARP 
analysis, introduce regulatory and ethical constraints. Furthermore, scalability require-
ments for large student populations impose strict throughput and latency demands. 
Cost limitations common in academic institutions also restrict the adoption of special-
ized hardware or large-scale centralized processing infrastructures.

The limited adaptability of models trained on historical data to zero-day attacks, along 
with the lack of interpretability in complex deep learning or reinforcement learning sys-
tems, further undermines operational trust and hinders actionable decision-making. 
Addressing these challenges necessitates a holistic solution that combines lightweight, 
modular ML architectures, privacy-preserving feature extraction, adaptive and con-
tinual learning mechanisms, and SDN-assisted orchestration to ensure interoperability 
with legacy hardware, cost-efficient scalability, and real-time responsiveness. Moreover, 
standardized evaluation frameworks and longitudinal campus-scale deployment studies 
are essential to validate performance and support the reliable integration of ML-based 
security solutions into operational campus networks.
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7  Conclusion
The literature shows that ML techniques are transforming the detection and prevention 
of DDoS and ARP spoofing attacks in campus networks. Compared to traditional signa-
ture and rule-based IDS, supervised, unsupervised, and hybrid ML approaches are more 
adaptable and effective in identifying complex malicious traffic patterns. Empirical stud-
ies indicate that ensemble deep learning models and reinforcement learning strategies 
improve detection accuracy, reduce false positive rates, and enable near real-time threat 
responses. Advanced architectures, such as CNN–LSTM hybrids, Bi-LSTM networks, 
and federated learning frameworks, effectively capture both spatial and temporal traf-
fic dependencies, facilitating adaptive anomaly detection and automated mitigation of 
multi-vector attacks.

However, there is an uneven emphasis between DDoS and ARP spoofing mitigation 
strategies. While DDoS prevention has been extensively studied across various traffic 
layers and datasets like CICIDS2017 and CICIDS2019, ARP spoofing remains underex-
plored despite its role in man-in-the-middle attacks. Unlike volumetric DDoS attacks 
that generate high-rate traffic anomalies, ARP spoofing exploits vulnerabilities at the 
data link layer by manipulating MAC–IP binding relationships. Effective ARP mitigation 
requires specialized detection methodologies focusing on protocol-specific behavioral 
modeling and temporal traffic correlation. Recent studies have introduced ARP-focused 
ML frameworks that leverage features like ARP request-reply consistency and anoma-
lous resolution sequences. Temporal deep learning models, primarily LSTM and hybrid 
CNN–LSTM architectures, have shown promise in detecting ARP poisoning patterns, 
while SDN-assisted frameworks enhance ARP defense through centralized visibility 
and dynamic port isolation. Nonetheless, ARP-focused solutions face challenges due to 
limited dataset availability, narrow validation, and insufficient studies on campus-scale 
deployment.

The evolving cyber threat landscape complicates ML-based intrusion prevention. 
DDoS attacks increasingly combine volumetric flooding with application-layer exploita-
tion, while ARP spoofing attacks vary, including targeted cache poisoning and broad-
cast-based spoofing, each requiring distinct detection logic. Emerging threats, such as 
IoT-driven botnet attacks and adversarial machine learning techniques, challenge exist-
ing detection models by exploiting feature dependencies. These developments necessi-
tate adaptive, context-aware ML frameworks that integrate packet-level, flow-level, and 
protocol-layer features to capture both large-scale volumetric anomalies and low-rate 
behavioral deviations.

Despite methodological advancements, several deployment challenges persist. The 
computational complexity of deep learning and hybrid ML frameworks often exceeds 
the capabilities of resource-constrained IoT devices and legacy infrastructure. Addition-
ally, the scarcity and potential obsolescence of publicly available datasets limit model 
generalizability, particularly for ARP spoofing. Privacy and regulatory concerns related 
to packet-level inspection complicate implementation, while the limited interpretability 
of complex ML models reduces trust and delays responses. Addressing these limitations 
involves integrating modular and lightweight ML architectures, SDN-enabled orches-
tration mechanisms, and federated learning for distributed, privacy-preserving model 
training.
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Furthermore, standardized evaluation frameworks and continuously updated multi-
layer traffic datasets are essential for validating model robustness against evolving 
threats. Future research should prioritize large-scale data collection from live campus 
networks, use protocol-aware and context-specific feature engineering, and evaluate 
models in realistic, heterogeneous traffic scenarios. These steps will improve the robust-
ness and practical relevance of ML-based anomaly detection, ensuring effective detec-
tion of stealthy threats like ARP spoofing and multi-layer DDoS attacks in real-world 
campus settings.

In conclusion, this review demonstrates that the shift from rule-based defenses to 
intelligent ML-based intrusion detection represents a paradigm shift in campus cyber-
security. By leveraging supervised, unsupervised, deep, and reinforcement learning, 
modern ML frameworks enable proactive, self-adaptive defense strategies capable of 
addressing both known and zero-day attacks, as well as volumetric and application-layer 
DDoS and ARP cache poisoning variations. While challenges related to computational 
complexity, dataset limitations, and evolving threat vectors remain, ML provides a scal-
able, resilient, and forward-looking foundation for securing campus network environ-
ments against an increasingly sophisticated and heterogeneous threat landscape.

8  Recommendations for future research
Recommendation for future research in ML for DDoS and ARP prevention on campus 
networks should focus on:

Adaptive, Hybrid, and Lightweight Models  Future research should focus on developing 
lightweight, hybrid ML frameworks that integrate deep learning, reinforcement learn-
ing, and federated learning. These frameworks should dynamically extract features from 
heterogeneous campus traffic and adapt to evolving multi-layer threats, including DDoS 
attacks. For mitigating ARP spoofing, it is essential to prioritize protocol-aware feature 
engineering, utilizing IP–MAC binding stability metrics and temporal sequence mod-
eling to detect Layer 2 attacks. Large-scale data from operational campus networks is 
crucial for enhancing generalizability and reproducibility, ensuring effective countermea-
sures against stealthy attacks, such as man-in-the-middle intrusions, while improving the 
scientific rigor and practical relevance of ML-based anomaly detection.

Interpretability and Explain ability  Future models must enhance transparency, allow-
ing network administrators to validate decisions, understand the causes of anomalies, 
and maintain trust in automated defenses. Explainable AI techniques should be embed-
ded without compromising computational efficiency, particularly in resource constrained 
edge devices and SDN-enabled environments.

Scalability and real-time responsiveness  ML models must operate efficiently across large-
scale campus networks with diverse devices, fluctuating traffic, and IoT integration, pro-
viding immediate threat mitigation without introducing latency. Achieving this requires 
modular architectures, optimized inference pipelines, and SDN assisted orchestration to 
distribute computation between edge and centralized controllers.

Efficient data preprocessing  Automated frameworks leveraging techniques such as auto-
encoders, principal component analysis, and Synthetic Minority Oversampling (SMOTE) 
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can enhance feature extraction, address class imbalance, and improve model performance 
in both DDoS and ARP scenarios.

Finally, standardized evaluation frameworks are essential for objective assessment. 
Benchmark datasets, metrics, and experimental protocols should reflect the evolving 
and heterogeneous nature of campus networks, including IoT, WBAN, and SDN compo-
nents, to facilitate meaningful comparisons across ML approaches.

By focusing on lightweight adaptability, interpretability, efficient data preprocessing, 
real-time scalability, and standardized evaluation, future research can produce ML-
based solutions that are both reliable and practical. Integrating these strategies will 
enable campus networks to maintain high security, operational reliability, and resilience 
against increasingly sophisticated and multi-vector threats.
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